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Abstract: Carbon monoxide (CO) and combustible gas leaks represent significant hazards in residential 
environments, often leading to severe health consequences and fatal accidents due to their colorless and 
odorless nature. Recent incidents have highlighted the urgent need for reliable, real-time monitoring systems 
capable of early hazard detection and rapid emergency response. This paper presents the design and 
implementation of an Internet of Things (IoT)-based smart safety system for detecting carbon monoxide, 
combustible gas leakage, and abnormal temperature conditions using the ESP32 microcontroller. The proposed 
system integrates multiple sensors, including a ZE03 electrochemical CO sensor, an MQ-2 semiconductor gas 
sensor, and a DS18B20 digital temperature sensor, to provide reliable environmental monitoring. The system 
continuously acquires sensor data and processes it locally using the ESP32. Once a hazardous condition is 
detected, the controller follows a priority-based safety strategy in which the gas supply is immediately shut off 
through a normally closed solenoid valve, followed by activation of the audible alarm and transmission of 
wireless notifications to the user via Wi-Fi. Experimental results demonstrated reliable real-time operation of the 
proposed system. The measured response times of the ZE03 carbon monoxide sensor and the MQ-2 
combustible gas sensor were 38 s and 43 s, respectively. The ESP32 processing time was approximately 22 
ms, while the total delay for wireless user notification was approximately 19 s. These results confirm the 
effectiveness of the proposed priority-based protection strategy for rapid hazard detection and automatic 
emergency response in residential safety applications. The proposed system provides a scalable and practical 
IoT solution for early gas hazard detection and automatic emergency protection in residential environments. 

Keywords: Internet of Things (IoT), ESP32, Carbon Monoxide Detection, Combustible Gas Leakage 
Detection, Real-Time Monitoring, Automatic Gas Shutoff, Residential Safety. 

1. INTRODUCTION 

Ensuring safety in residential and industrial 
environments has become increasingly 
important due to the growing risks associated 
with carbon monoxide (CO) poisoning, 
combustible gas leakage, and fire-related 
incidents. Carbon monoxide is particularly 
hazardous because it is colorless, odorless, 
and highly toxic. Even relatively short 
exposure to elevated CO concentrations may 
result in severe poisoning or fatal 
consequences. Likewise, leakage of 
combustible gases such as liquefied 
petroleum gas (LPG) or methane can lead to 
explosions and fires if not detected at an early 
stage. Consequently, reliable real-time 
monitoring systems capable of rapidly 

detecting hazardous conditions and initiating 
immediate protective actions have become an 
important research topic [7], [19], [20]. 

Recent fatal accidents reported in Algeria, 
involving families affected by carbon 
monoxide poisoning caused by domestic 
water heaters and combustion appliances, 
further emphasize the necessity of deploying 
intelligent safety systems capable of 
preventing such incidents through early 
detection and automatic intervention. 

The rapid development of the Internet of 
Things (IoT) has enabled a new generation of 
smart monitoring systems that integrate 
sensing units, embedded processing, wireless 
communication, and remote supervision into a 
single platform. Compared with conventional 
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standalone detectors, IoT-based safety 
systems provide continuous environmental 
monitoring, remote notifications, and 
automated emergency responses, thereby 
improving reliability and user protection [9], 
[10], [13], [14]. 

Recent studies have proposed various IoT-
based gas monitoring systems using different 
sensing technologies and communication 
platforms. However, many existing solutions 
mainly focus on detecting either carbon 
monoxide, combustible gases, or fire 
conditions independently. In addition, several 
reported systems rely on single-sensor 
architectures, which may suffer from limited 
detection reliability, reduced fault tolerance, 
and increased susceptibility to false alarms 
under variable environmental conditions [15], 
[16], [17]. Furthermore, many existing 
approaches provide only warning notifications 
without integrating automatic protective 
mechanisms capable of reducing the hazard 
at its source. 

To overcome these limitations, this paper 
presents the design and implementation of an 
IoT-based smart safety system using the 
ESP32 microcontroller for integrated 
monitoring of carbon monoxide concentration, 
combustible gas leakage, and abnormal 
temperature variations. The proposed system 
combines a ZE03 electrochemical CO sensor, 
an MQ-2 semiconductor combustible gas 
sensor, and a DS18B20 digital temperature 
sensor to achieve complementary multi-
sensor monitoring. The ZE03 sensor was 
selected due to its higher selectivity toward 
carbon monoxide and improved stability 
compared with general-purpose 
semiconductor gas sensors, while the MQ-2 
sensor provides combustible gas detection 
capability [3], [5]. The ESP32 platform was 
selected because it provides adequate 
processing capability, integrated Wi-Fi 
connectivity, and a compact embedded 
architecture suitable for real-time IoT safety 
applications [1], [2]. 

Unlike many existing systems, the proposed 
safety strategy gives the highest operational 

priority to automatic gas isolation through a 
normally closed solenoid valve immediately 
after the detection of a hazardous condition. 
Audible alarms and wireless notifications are 
subsequently activated to inform nearby 
occupants and remote users. This priority-
based protection approach follows the 
principles of safety-oriented systems, where 
rapid mitigation of the hazard source is 
essential for reducing risks and limiting the 
consequences of abnormal events [22]. 

The main contributions of this work are 
summarized as follows: 

  • Design and implementation of a multi-
sensor IoT-based safety system integrating 
carbon monoxide, combustible gas, and 
temperature monitoring. 

  • Development of a priority-based 
emergency response strategy in which 
automatic gas shutoff is performed as the first 
protective action, followed by alarm activation 
and wireless notification. 

  • Integration of real-time local processing 
using the ESP32 microcontroller with Wi-Fi-
based remote monitoring capabilities. 

  • Experimental validation of the proposed 
prototype under different hazardous operating 
conditions to evaluate its practical feasibility 
for residential safety applications. 

The remainder of this paper is organized as 
follows. Section II presents the overall system 
architecture and hardware implementation. 
Section III describes the software design and 
control algorithm. Section IV discusses the 
experimental setup and performance 
evaluation. Finally, Section V concludes the 
paper and outlines future research directions 

2. RELATED WORK 
Recent advances in the Internet of Things 
(IoT) have significantly accelerated the 
development of intelligent gas monitoring and 
residential safety systems. Numerous studies 
have investigated the integration of gas 
sensors, embedded controllers, and wireless 
communication technologies to enable 



ALGERIAN JOURNAL OF SIGNALS AND SYSTEMS (AJSS) 
 

Vol. 11, Issue 3, September-2026| ISSN: 2543-3792- EISSN: 2676-1548 143  
 
 

continuous environmental monitoring, early 
hazard detection, and remote supervision. 

Several researchers have proposed IoT-
based gas leakage detection systems using 
MQ-series sensors combined with wireless 
communication modules for monitoring and 
alarm notification. These solutions 
demonstrate the feasibility of low-cost gas 
detection platforms; however, many reported 
approaches mainly depend on single-sensor 
configurations and focus primarily on warning 
generation rather than implementing 
automatic protective mechanisms capable of 
reducing the hazard source [9]– [12]. 

More recent studies have focused on 
improving detection reliability through multi-
sensor integration, intelligent data processing, 
and machine learning techniques. 
Approaches based on sensor fusion, cloud 
monitoring, and lightweight artificial 
intelligence methods have been investigated 
to enhance detection accuracy and reduce 
false alarms under different environmental 
conditions [13]– [16]. Nevertheless, these 
methods often require higher computational 
resources, increased system complexity, and 
additional hardware, which may limit their 
adoption in low-cost residential safety 
applications. 

Other works have explored integrated fire and 
gas monitoring systems by combining gas 
sensors, temperature measurement, and IoT 
communication technologies. These systems 
improve environmental awareness by 
simultaneously monitoring multiple hazardous 
parameters [17], [18], [21]. However, many 
existing solutions still emphasize detection 
and notification functions, while limited 
attention is given to rapid automatic 
intervention strategies such as gas isolation or 
actuator-based protection. Safety-oriented 
systems require not only hazard identification 
but also effective mitigation actions to reduce 
the consequences of abnormal events [22]. 

From the hardware perspective, the ESP32 
microcontroller has become a widely adopted 
platform for IoT safety applications due to its 
integrated Wi-Fi connectivity, adequate 
processing capability, low-power operation, 

and compact architecture [1], [2]. Combined 
with electrochemical and semiconductor gas 
sensors, ESP32-based systems provide an 
effective framework for developing intelligent 
and connected safety devices. 

Despite these developments, several 
limitations remain in existing literature. First, 
many reported systems rely on limited sensing 
architectures, which may reduce detection 
reliability under practical operating conditions. 
Second, a significant number of studies 
concentrate on monitoring and notification 
functions without integrating automatic 
emergency response mechanisms. Third, 
complete quantitative evaluation of the safety 
chain, including sensor response, decision 
processing, actuator activation, and wireless 
communication delay, is still insufficiently 
reported. 

To address these limitations, this work 
proposes an IoT-based multi-sensor safety 
system integrating a ZE03 electrochemical 
carbon monoxide sensor, an MQ-2 
combustible gas sensor, and a DS18B20 
temperature sensor with an ESP32 
microcontroller. Unlike conventional 
monitoring approaches, the proposed system 
adopts a priority-based protection strategy in 
which the normally closed solenoid valve is 
activated as the first emergency response to 
isolate the gas source, followed by audible 
alarm activation and wireless notification. This 
approach aims to reduce hazard duration 
while maintaining reliable real-time monitoring 
and practical implementation suitability for 
residential safety applications. 

3. SYSTEM ARCHITECTURE 

The proposed IoT-based safety system is 
organized into four functional layers: the 
sensing layer, the processing and control unit, 
the actuation layer, and the communication 
and user interface. This modular architecture 
enables continuous environmental monitoring, 
rapid hazard detection, and automatic 
emergency response while maintaining a 
compact and scalable implementation suitable 
for residential safety applications. 

A. Hardware Implementation 
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The hardware prototype integrates sensing, 
processing, communication, and protection 
components into a single embedded platform. 
The ESP32 microcontroller is used as the 
central processing unit due to its integrated 
Wi-Fi connectivity, multiple analog and digital 
input/output channels, and sufficient 
computational capability for real-time data 
acquisition and decision-making [1], [2]. 

The developed prototype consists of three 
environmental sensors, a normally closed 
solenoid valve controlled through a relay 
module, an audible buzzer, and a Thin-Film 
Transistor (TFT) display for local visualization 
of system parameters. These components are 
interconnected through an embedded 
prototype platform to ensure reliable signal 
acquisition and coordinated system operation. 

Figure 1 illustrates the functional block 
diagram of the proposed system, showing the 
interaction between the sensing units, ESP32 
controller, protection devices, and wireless 
communication interface. Figure 2 presents 
the implemented hardware prototype used for 
experimental validation. 

 

Fig. 1. Block diagram of the IoT-based gas and 
fire detection system. 

 
 
Fig. 2. System Architecture Prototype 

  

B. Sensing Layer 

The sensing layer continuously monitors the 
surrounding environment using three 
complementary sensing devices. 

The ZE03 electrochemical CO sensor is 
employed for carbon monoxide measurement 
due to its high selectivity toward CO, stable 
response characteristics, and suitability for 
safety-oriented monitoring applications [3], [4]. 
Compared with general-purpose 
semiconductor sensors, electrochemical 
sensing technology provides improved 
specificity and helps reduce the influence of 
interfering gases and environmental 
variations. 

The MQ-2 semiconductor gas sensor is used 
for detecting combustible gases such as LPG, 
methane, and smoke-related gases [5]. Unlike 
the ZE03 sensor, which is dedicated to CO 
measurement, the MQ-2 provides a 
complementary detection capability for 
combustible gas leakage, enabling the 
proposed system to monitor different 
categories of hazards. 

The DS18B20 digital temperature sensor 
continuously measures ambient temperature. 
In this system, it is not considered a direct fire 
detector; instead, it provides an additional 
safety indicator by identifying abnormal 
temperature increases that may indicate 
overheating conditions or potential fire 
development [6], [7]. 

The integration of these heterogeneous 
sensing technologies enables multi-parameter 
monitoring and improves the reliability of 
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hazard assessment by reducing dependence 
on a single sensing source. 

C. Processing and Protection Unit 

The ESP32 continuously acquires 
measurements from all connected sensors 
and compares the obtained values with 
predefined safety thresholds stored in the 
controller. 

When a hazardous condition is identified, the 
controller executes a priority-based protection 
strategy. The first and highest-priority action is 
the activation of the relay controlling the 
normally closed solenoid valve, which 
immediately isolates the gas supply and limits 
the propagation of leakage. 

After initiating gas isolation, the controller 
activates the audible alarm to provide a local 
warning. Subsequently, a wireless notification 
containing the system status and measured 
parameters is transmitted through the Wi-Fi 
interface to the remote monitoring application. 

This sequential decision strategy prioritizes 
hazard mitigation before user notification, 
reducing the exposure time to dangerous 
conditions and improving the effectiveness of 
the proposed safety system. 

D. Communication and User Interface 

The integrated Wi-Fi capability of the ESP32 
enables wireless transmission of sensor 
measurements and alarm status to a mobile 
monitoring application, allowing users to 
remotely supervise the protected environment 
and receive notifications when hazardous 
conditions occur [1], [2]. 

For local monitoring, a Thin-Film Transistor 
(TFT) display provides real-time visualization 
of carbon monoxide concentration, 
combustible gas status, ambient temperature, 
and overall system condition. Under normal 
operation, the display continuously updates 
the measured parameters, whereas 
hazardous conditions generate warning 
messages and activate the corresponding 
protection sequence. 

The combination of local visualization, 
wireless communication, and automatic 
actuation improves user awareness and 

enables rapid response during safety-critical 
events. 

4. METHODOLOGY 

The proposed safety system operates through 
continuous environmental monitoring, real-
time data acquisition, and priority-based 
emergency decision-making. The 
methodology integrates multi-sensor 
measurements, threshold evaluation, and 
sequential protective actions to rapidly detect 
hazardous conditions and minimize potential 
risks in residential environments [9], [13], [14]. 

 

 
Fig. 3. Flowchart of the proposed priority-based 

monitoring and protection algorithm. 
 

As illustrated in Fig. 3, the ESP32 
continuously acquires measurements from the 
connected sensors using a fixed sampling 
interval of 1000 ms (1 s). During each 
acquisition cycle, the controller reads the 
carbon monoxide concentration from the 
ZE03 electrochemical CO sensor, the 
combustible gas level from the MQ-2 
semiconductor gas sensor, and the ambient 
temperature from the DS18B20 digital 
temperature sensor. The acquired 
measurements are locally processed by the 
ESP32 before executing any protection 
decision [1]– [6]. 
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The selected sampling interval provides an 
appropriate compromise between real-time 
monitoring capability and stable controller 
operation while avoiding unnecessary 
computational overhead. This acquisition 
period allows continuous supervision of the 
residential environment and enables rapid 
detection of abnormal conditions. 

The measured parameters are compared with 
predefined safety thresholds established 
according to sensor specifications, indoor air 
quality recommendations, safety guidelines, 
and experimental calibration results [3], [5], 
[7], [19], [20]. 

Table I. Safety Threshold Levels Used in the 
Proposed System 

Parameter Normal 
Conditio

n 

Warning 
Conditio

n 

Hazard 
Conditio

n 
Carbon 
monoxide 
concentrati
on (ZE03) 

CO < 50 
ppm 

— CO  50 
ppm 

Combustibl
e gas 
concentrati
on (MQ-2) 

Gas < 
Gas  

— Gas  
Gas  

Ambient 
temperatur
e 
(DS18B20) 

T < 40 
°C 

40 °C  
T < 50 
°C 

T  50 
°C 

The combustible gas threshold (Gas ) 
represents the calibrated activation level of 
the MQ-2 sensor. Since the MQ-2 sensor 
provides an electrical response related to gas 
concentration rather than a direct calibrated 
ppm output, the threshold value is 
experimentally determined during the 
calibration process. This approach ensures 
reliable combustible gas leakage detection 
while reducing false alarm activation caused 
by environmental variations. 

The DS18B20 temperature sensor provides 
an additional safety layer in the proposed 
system. Although temperature measurement 
alone cannot confirm the presence of a fire, a 
rapid and abnormal temperature increase may 
indicate overheating conditions or the early 
development of a fire event, particularly in 
environments containing gas-powered 
appliances. Therefore, temperature 
monitoring is included as an independent 
safety parameter capable of triggering the 
emergency protection sequence. 

A. Decision Logic and Hazard Evaluation 

During each monitoring cycle, the ESP32 
evaluates the three sensing parameters 
independently. The proposed decision logic is 
based on an OR-based hazard detection 
strategy, meaning that exceeding the critical 
threshold of any single parameter is sufficient 
to classify the condition as hazardous. 

The hazard condition is mathematically 
expressed as: 

   = ( ) ( )          
(1)       
where , , and represent the 
predefined threshold values for carbon 
monoxide concentration, combustible gas 
level, and temperature, respectively. 

The operating state of the system is defined 
as:               

=
Safe, if < 50, < , < 40

Warning, if 40 < 50
Hazard, if 50 or  or 50

                 

                                                         (2)   

where CO represents the carbon monoxide 
concentration measured by the ZE03 sensor, 
Gas represents the MQ-2 sensor output, 
Gas  denotes the calibrated combustible gas 
threshold, and T represents the temperature 
measured by the DS18B20 sensor. 

When the system remains in the Safe state, 
the ESP32 continues normal monitoring and 
starts a new acquisition cycle. During the 
Warning state, caused by a moderate 
temperature increase, the controller continues 
monitoring while updating the system status 
on the TFT display without activating 
emergency actions. 

When a Hazard state is detected, the ESP32 
immediately executes the predefined 
emergency response sequence. 

B. Priority-Based Emergency Response 

The proposed protection strategy follows a 
priority-based sequence designed to eliminate 
the hazard source before informing the user. 

The first and highest-priority action is the 
activation of the relay controlling the normally 
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closed solenoid valve. Energizing the relay 
interrupts the gas supply immediately, thereby 
reducing the duration of gas leakage and 
limiting the possibility of fire or explosion 
propagation [15], [18], [22]. 

After gas isolation, the controller activates the 
audible buzzer to provide a local warning to 
occupants in the protected area. 

Finally, the ESP32 transmits a wireless 
notification containing the detected hazard 
type, sensor measurements, and system 
status through its integrated Wi-Fi interface to 
the remote monitoring application [1], [2], [10], 
[17]. 

This sequential strategy ensures that the 
system performs an effective protective action 
before user notification. Therefore, the 
proposed approach reduces dependence on 
human intervention and improves the 
response capability of residential safety 
systems. 

The monitoring cycle is continuously 
repeated, allowing real-time environmental 
supervision and adaptation to changing 
operating conditions. This cyclic decision-
making process improves system reliability 
and maintains continuous protection 
throughout system operation [9], [13], [21]. 

5. EXPERIMENTAL RESULTS AND 
DISCUSSION 

This section presents the experimental 
evaluation of the proposed IoT-based carbon 
monoxide, combustible gas leakage, and 
abnormal temperature monitoring system. 
The prototype was tested under controlled 
laboratory conditions to evaluate sensor 
response, emergency decision performance, 
and the effectiveness of the automatic 
protection strategy. 

A. Combustible Gas Detection 
Performance 

The combustible gas detection capability was 
evaluated using the MQ-2 semiconductor gas 
sensor under controlled gas exposure 
conditions. The sensor output was recorded 
for different gas leakage levels to analyze the 
variation of the electrical response with 
increasing gas presence. 

 
 
Fig. 4. MQ-2 gas sensor response under different 

gas exposure conditions. 

As illustrated in Fig. 4, the MQ-2 sensor 
exhibits an increasing response when 
exposed to higher combustible gas 
concentrations. The observed behavior 
confirms the ability of the sensor to detect 
abnormal gas leakage conditions and provide 
sufficient information for threshold-based 
safety decisions. 

Unlike electrochemical sensors, 
semiconductor gas sensors such as MQ-2 do 
not directly provide a calibrated gas 
concentration value. Therefore, the proposed 
system uses the experimentally determined 
threshold from the sensor response to 
identify hazardous leakage conditions. This 
approach allows reliable gas detection while 
reducing false alarms caused by 
environmental variations [5]. 

The MQ-2 sensor was selected because it 
provides a broad response to combustible 
gases such as LPG, methane, and smoke-
related gases, complementing the selective 
CO measurement provided by the ZE03 
electrochemical sensor. 

B. Carbon Monoxide Detection 
Performance 

The carbon monoxide detection performance 
was evaluated using the ZE03 
electrochemical CO sensor. The sensor 
provides direct CO concentration 
measurements in ppm, allowing comparison 
with predefined safety limits. 
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Fig. 5. ZE03 carbon monoxide measurement 
response under different CO levels. 

 
The experimental results show that the ZE03 
sensor provides stable CO measurements 
and rapidly identifies hazardous concentration 
levels. The use of an electrochemical sensor 
improves reliability because of its higher 
selectivity toward carbon monoxide compared 
with general semiconductor gas sensors [3], 
[4]. 

When the measured CO concentration 
exceeds the predefined threshold of 50 ppm, 
the ESP32 immediately classifies the 
condition as hazardous and initiates the 
emergency protection sequence. 

C. Temperature Monitoring Performance 

The DS18B20 temperature sensor was 
evaluated under different temperature 
conditions to verify its suitability as an 
additional safety indicator. 

 
Fig. 6. Temperature measurement response 

versus temperature variation. 

The obtained results demonstrate stable 
temperature tracking with a consistent 
response over the tested range. The 
temperature information is not used as a direct 
fire confirmation signal; instead, abnormal 
temperature elevation is considered an early 
indication of possible overheating or fire 
development. 

When the measured temperature exceeds the 
critical threshold of 50 °C, the controller 
activates the same emergency response 
strategy used for gas and CO hazards. 
 

D. Response Time Measurement 

To evaluate the real-time capability of the 
proposed system, the response time was 
measured from the instant a hazardous 
condition was introduced until the 
corresponding protective action was initiated. 
The measurements were performed under 
controlled laboratory conditions for 
combustible gas leakage, carbon monoxide 
exposure, and abnormal temperature rise. 

The overall response time can be expressed 
as: 

= + + (3) 
 

where: 

 represents the sensor detection delay 
required for the measured parameter 
to exceed its predefined safety 
threshold.  

 represents the ESP32 processing 
time, including threshold comparison, 
decision-making, relay activation, and 
solenoid valve control.  

 represents the delay associated with 
transmitting the alarm notification 
through the Wi-Fi interface to the 
remote monitoring application.  

The response time was experimentally 
evaluated for each sensing stage by 
measuring the elapsed time between hazard 
exposure and activation of the corresponding 
protection sequence. The measured response 
times of the main components of the proposed 
system are summarized in Table II. 
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Table II. Measured Response Time of the 
Proposed System 

Parameter Measured 
Time 

ZE03 CO detection 
response 

38 s 

MQ-2 combustible gas 
detection response 

43 s 

ESP32 processing time 22 ms 
Wireless notification delay 19 s 

Table II shows that the overall response time 
is primarily governed by the sensing 
characteristics of the employed sensors, 
whereas the ESP32 executes the protection 
algorithm within only 22 ms after threshold 
crossing. The measured detection times of 38 
s for the ZE03 sensor and 43 s for the MQ-2 
sensor mainly reflect the physical sensing and 
gas diffusion processes under the 
experimental conditions. Once a hazardous 
condition is confirmed, the controller 
immediately initiates the priority-based 
protection sequence by closing the normally 
closed solenoid valve, activating the audible 
alarm, and transmitting a wireless notification. 
The measured notification delay of 
approximately 19 s demonstrates the 
capability of the proposed system to provide 
timely remote alerts for residential safety 
applications. 

 

Fig. 7. Time sequence of the proposed priority-
based emergency response algorithm. 

Figure 7 illustrates the chronological 
execution of the proposed priority-based 
emergency response strategy. Once a 

hazardous condition is detected by any of the 
three sensing elements (ZE03, MQ-2, or 
DS18B20), the ESP32 immediately processes 
the acquired measurements and evaluates 
the predefined safety thresholds. If any 
threshold is exceeded, the controller first 
actuates the normally closed solenoid valve to 
isolate the gas supply, followed by activation 
of the audible alarm and transmission of a 
wireless notification to the remote monitoring 
application. This sequential execution ensures 
that hazard mitigation is prioritized over user 
notification, thereby minimizing gas leakage 
duration and improving the overall safety of 
the protected environment [1], [2], [10], [17]. 

E. System Response Analysis 

Table III summarizes the operating behavior 
of the proposed protection algorithm under 
different environmental conditions. 

Table III. System Response Under Different 
Hazard Conditions 

Condition Senso
r Input 

System 
Decisio

n 

Protective 
Action 

Normal 
operation 

CO < 
50 

ppm, 
Gas < 
Gas , 
T < 40 

°C 

Safe Continuou
s 

monitoring 

Temperatur
e warning 

40 °C 
 T < 

50 °C 

Warning Display 
update 

CO hazard CO  
50 

ppm 

Hazard Valve OFF 
 Alarm 

 
Notificatio

n 
Gas 

leakage 
MQ-2 

 
Gas  

Hazard Valve OFF 
 Alarm 

 
Notificatio

n 
High 

temperature 
T  50 

°C 
Hazard Valve OFF 

 Alarm 
 

Notificatio
n 

The obtained results demonstrate that the 
proposed decision algorithm correctly 
classifies the monitored environment into 
safe, warning, and hazardous operating states 
according to the predefined thresholds. Once 
any hazardous condition is detected, the 
controller immediately executes the priority-
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Component Quantity Approximate Cost 

(USD) 

ESP32 
Development Board 

1 5.00 

ZE03 
Electrochemical CO 
Sensor 

1 24.00 

MQ-2 Gas Sensor 1 1.97 

DS18B20 
Temperature 
Sensor 

1 2.00 

Relay Module 1 0.80 

Normally Closed 
Solenoid Valve 

1 15.00 

TFT Display 1 3.00 

Buzzer 1 0.45 

Miscellaneous 
Components 

— 8.00 

Total Estimated 
Cost 

 
 60.22 USD 

 

based protection sequence by first interrupting 
the gas supply through the normally closed 
solenoid valve, followed by activation of the 
audible alarm and transmission of the wireless 
notification. This strategy minimizes the 
duration of hazardous gas leakage while 
ensuring rapid user awareness [8], [20], [26]. 

F. Comparison with Existing Gas 
Detection Systems 

To evaluate the effectiveness of the proposed 
architecture, a comparison with representative 
IoT-based gas monitoring systems reported in 
the recent literature is presented in Table IV. 

Table IV. Comparison with Existing IoT-Based 
Gas Detection Systems 

Syst
em / 
Stud

y 

Senso
rs 

Used 

Commun
ication 

Auto
matic 
Gas 

Shuto
ff 

Monit
oring 

[9] MQ-
series 
sensor 

IoT/GSM No Remot
e 

[12] MQ-
based 
gas 

sensor 

IoT No Remot
e 

[18] Gas + 
temper
ature 

sensor
s 

IoT Limite
d 

Local 

Prop
osed 
Syste

m 

ZE03 
+ MQ-

2 + 
DS18B

20 

Wi-Fi 
(ESP32) 

Yes Local 
+ 

Remot
e 

The comparison indicates that the proposed 
system integrates three complementary 
sensing technologies with a priority-based 
protection mechanism that automatically 
isolates the gas supply before issuing alarm 
notifications. In contrast to many existing 
systems that primarily focus on monitoring 
and warning functions, the proposed design 
combines real-time decision-making, 
automatic actuation, and wireless 
communication within a compact embedded 
platform. These characteristics improve its 
suitability for residential safety applications 
requiring rapid emergency intervention [15], 
[22], [25]. 

In addition to the functional advantages 
summarized in Table IV, the quantitative 

performance results presented in Table II 
further demonstrate the effectiveness of the 
proposed system. The prototype achieved 
carbon monoxide and combustible gas 
detection response times of 38 s and 43 s, 
respectively, while the ESP32 completed the 
protection decision within approximately 22 
ms after threshold crossing. The wireless 
notification was successfully delivered within 
approximately 19 s. These results confirm that 
the proposed architecture provides timely 
hazard detection, automatic emergency 
protection, and reliable remote monitoring, 
making it well suited for residential safety 
applications. 

G. Error and Reliability Analysis 

Table V. Estimated Hardware Cost of the 
Proposed System 
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Fig. 8. Measurement error percentage under 
different operating conditions. 

An error analysis was conducted to evaluate 
the stability and repeatability of the proposed 
sensing system under controlled operating 
conditions. The measured variations 
remained within acceptable limits for 
residential safety applications and were 
mainly attributed to sensor characteristics, 
environmental conditions, and calibration 
uncertainty. 

The use of complementary sensing 
technologies improves the overall reliability of 
the proposed system. The ZE03 
electrochemical sensor provides accurate and 
selective carbon monoxide measurement, 
while the MQ-2 semiconductor sensor 
enhances combustible gas detection. The 
DS18B20 temperature sensor supplies an 
additional safety indicator for detecting 
abnormal thermal conditions associated with 
potential fire initiation. The integration of these 
sensors with the ESP32-based decision 
algorithm reduces dependence on a single 
sensing element and improves the robustness 
of the overall protection system [3], [5], [6], 
[26]. 

Overall, the experimental evaluation 
demonstrates that the proposed IoT-based 
safety system provides reliable real-time 
monitoring, rapid emergency response, and 
automatic protective actions, making it a 
practical solution for smart residential safety 
applications. 

H. Cost and Power Consumption Analysis 

To further assess the practical feasibility of the 
proposed residential safety system, a cost and 

power consumption analysis was conducted. 
The prototype was designed using 
commercially available components with low 
hardware cost while maintaining reliable 
sensing, processing, and communication 
capabilities. 

Table VI. Estimated Power Consumption 

Component Typical Power 
Consumption 

ESP32 0.8–1.2 W 

ZE03 CO Sensor 0.15 W 

MQ-2 Gas Sensor 0.75 W 

DS18B20 <0.01 W 

TFT Display 0.4 W 

Relay Module 0.35 W 

Total (Monitoring 
Mode) 

2.5 W 

 

The estimated results indicate that the 
proposed prototype can be implemented 
using low-cost commercially available 
components while maintaining modest power 
consumption suitable for continuous operation 
in residential environments. The 
electrochemical ZE03 sensor provides high 
selectivity and measurement stability for 
carbon monoxide detection, whereas the MQ-
2 sensor offers an economical solution for 
combustible gas monitoring. Combined with 
the ESP32 microcontroller, the overall system 
achieves a favorable balance between 
detection performance, implementation cost, 
and energy efficiency. These characteristics 
make the proposed architecture suitable for 
practical deployment in smart residential 
safety applications [1], [3], [5], [6], [10]. 

 
6. CONCLUSION AND FUTURE 

WORK 
This paper presented the design and 
implementation of an Internet of Things (IoT)-
based residential safety system for the 
detection of carbon monoxide, combustible 
gas leakage, and abnormal temperature 
conditions using an ESP32 microcontroller. 
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The proposed architecture integrates a ZE03 
electrochemical carbon monoxide sensor, an 
MQ-2 semiconductor gas sensor, and a 
DS18B20 digital temperature sensor to 
provide continuous environmental monitoring 
through complementary sensing technologies. 

A priority-based protection strategy was 
developed in which the gas supply is 
immediately isolated by actuating a normally 
closed solenoid valve once a hazardous 
condition is detected. Following this protective 
action, the system activates an audible alarm 
and transmits wireless notifications through 
the ESP32 Wi-Fi interface, ensuring both local 
and remote emergency awareness. This 
sequential decision-making process 
minimizes the duration of hazardous gas 
leakage while improving the overall safety of 
residential environments. 

The experimental evaluation demonstrated 
the feasibility of the proposed system for real-
time monitoring and automatic emergency 
response under different hazardous operating 
conditions. The combination of 
electrochemical and semiconductor sensing 
technologies enhances detection reliability by 
enabling selective carbon monoxide 
measurement together with combustible gas 
detection, while temperature monitoring 
provides an additional safety indicator for 
identifying abnormal thermal conditions 
associated with the early stages of fire 
development. The proposed architecture 
offers a practical, scalable, and cost-effective 
solution for smart residential safety 
applications by integrating sensing, 
embedded processing, wireless 
communication, and automatic protective 
actuation within a compact IoT platform. 

Future work will focus on extending the 
proposed system through cloud-based data 
logging, long-term field validation, and 
intelligent data analysis using machine 
learning techniques to improve hazard 
prediction and reduce false alarms. Additional 
developments will include optimization of 
power consumption, integration with smart 
home platforms, and support for additional 
environmental sensors. In particular, future 

versions of the system will investigate the 
integration of a flame sensor to complement 
carbon monoxide, combustible gas, and 
temperature monitoring by enabling direct 
flame detection during the early stages of fire 
development. This additional sensing 
capability is expected to further improve the 
robustness, reliability, and overall 
effectiveness of the proposed residential 
safety system. 
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